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Abbrev Synonyms Description Details

CA Certificate Authority
A CA is an entity that issues digi-
tal certificates.

CC Common Criteria
Well-known international frame-
work for assurance in the IT in-
dustry.

CCMS Cooperative Credential
Management System

A cooperative security creden-
tial management system gener-
ates and handles digital creden-
tials such as keys and certificates.

CPU Central Processing Unit

ECC Elliptic Curve
Cryptography

ECC is an approach to public-key
cryptography based on the alge-
braic structure of elliptic curves
over finite fields.

ECU Electronic Control Unit
FOT Field Operational Test

HSM Hardware Security
Module

IPR Intellectual Property
Right

ITS Intelligent Transportation
Systems

Intelligent Transport Systems
(ITS) are systems to support
transportation of goods and
humans with information and
communication technologies in
order to efficiently and safely use
the transport infrastructure and
transport means (cars, trains,
planes, ships).

ITS-S ITS Station
Generic term for any ITS station
like vehicle station, roadside unit,
...

IVS OBU ITS Vehicle Station
The term "vehicle" can also be
used within PRESERVE
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PRESERVE realization of an
ETSI Enrolment Credential. The
long-term certificate authenti-
cates a stations within the PKI,
e.g., for PC refill and may contain
identification data and properties.

LTCA Long-Term Certificate
Authority

PRESERVE realization of an
ETSI Enrollment Credential Au-
thority that is part of the PKI and
responsible for issuing long-term
certificates.

MPCUP
Media Independent
Pseudonym Certificate
Protocol

A protocol that allows vehicles
equipped with different communi-
cation technologies to obtain cer-
tificates of their pseudonym keys.

OEM Original Equipment
Manufacturer

Refers to an generic car manufac-
turer

OBU IVS On-Board Unit

An OBU is part of the V2X com-
munication system at an ITS sta-
tion. In different implementations
different devices are used (e.g.
CCU and AU)

PC Short Term
Certificate

Pseudonym Certificate

A short term certificate authenti-
cates stations in G5A communi-
cation and contains data reduced
to a minimum.

PCA Pseudonym Certificate
Authority

Certificate authority entity in the
PKI that issues pseudonym cer-
tificates

PKI Public Key Infrastructure

A PKI is a set of hardware, soft-
ware, policies, and procedures
needed to create, manage, dis-
tribute, use, store, and revoke dig-
ital certificates.

PP Protection Profile

RA Resolution Authority
Entity within the SCMS or PKI to
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certificates if necessary.

RSU
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Roadside
Station

Roadside Unit

A RSU is a stationary or mobile
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as access point to the infrastruc-
ture.
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SCMS PKI
Security Credential
Management System

A security credential manage-
ment system generates and han-
dles digital credentials such as
keys and certificates. A CSMS
could be a PKI with additional
functionalities.

SPCURO
Secure Pseudonym
Certificate Update via
Road-side Unit

SPCURO is a protocol used to
update pseudonym certificate via
roadside units in a secure and ef-
ficient way.

TAL Trust Assurance Level

V2I C2I Vehicle-to-Infrastructure
Direct vehicle to roadside infras-
tructure communication using a
wireless local area network

V2V C2C Vehicle-to-Vehicle
Direct vehicle(s) to vehicle(s)
communication using a wireless
local area network

V2X C2X

Vehicle-to-Vehicle (V2V)
and/or
Vehicle-to-Infrastructure
(V2I)

Direct vehicle(s) to vehicle(s) or
vehicle(s) to infrastructure com-
munication using a wireless local
area network

VSS V2X Security Subsystem

Close-to-market implementation
of the PRESERVE VSA that is
the outcome of PRESERVE work
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1 Introduction

Work Package 5 investigates the major security and privacy related aspects in ITS that
have not been taken into account previously, and thus, have not been sufficiently ad-
dressed. These aspects also include issues related to the market introduction of V2X
security systems. This deliverable presents the results of the project’s year 4 both with
respect to research and deployment challenges.

The chapters and sections of this document contain only a short introduction of the differ-
ent topics in order to keep the main document clear. Details that have been published in
literature are referenced and provided separately to the reviewers.

Topics related to the deployment of the PRESERVE solutions and components are pre-
sented in Chapter 2. Here, we investigate what is necessary to deploy the PRESERVE
platform integrated on ITS stations as Vehicular Security Subsystem (VSS) and in the
infrastructure as security credential management system.

An overview of the plans for the deployment of the VSS are given in Section 2.1 and
aspects for PKI business models are discussed in Section 2.2. In Section 2.4 a brief
introduction is given into the cost model of the ASIC chip. The validation and certification
of ITS stations, which is introduced in Section 2.5, is a very relevant topic that is related
to the VSS deployment and the PKI operation. In the same way, the secure acquisition of
pseudonym certificate valid for different domains is introduced in Section 2.6. The protocol
proposed in this section is able to transmit certificate signing requests and responses over
different channels which allows to equip ITS stations on demand with certificates.

In the remainder of the document, we address various open research challenges for ITS
and the results that PRESERVE produced to address them.

In Chapter 3 solutions are introduced that focus on the scalability aspect of secure V2X
communications. A formal model for certificate omission is provided in Section 3.1 fol-
lowed by a proposal for certificate pre-distribution in Section 3.2 that aims at making se-
cure V2X communication more efficient. In Section 3.3 a mechanism is introduced that
increases privacy, robustness, and scalability of existing PKI designs.

In Chapter 4 we address reactive security solutions and specifically misbehavior detection
for V2X. With our solution, we aims to detect attacks and the responsible attackers in the
network in order to exclude them permanently from active participation.

Chapter 5 introduces a secure solution for a smartphone-based traffic information system
which extends the scope of PRESERVE’s research work more towards generic coopera-
tive ITS and ITS application.

2016-01-31 IST-269994 4
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Finally, in Chapter 7 we provide a conclusion of this document and a conclusion of the
research we did in PRESERVE altogether.

2016-01-31 IST-269994 5
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2 Deployment of PRESERVE

2.1 Plans for Deployment of VSS

The VSS Kit is composed of software and hardware components. This section will mainly
focus on the deployment of software components and the ASIC will be discussed in Sec-
tion 2.4.

2.1.1 Availability

Trialog and the University of Twente have decided to release the software created for
the VSS Kit under an open source license (i.e., LGPL2). Since the consortium is still
developing some features (e.g., pseudonym update through RSU, compliance with last
ETSI standard versions), the code is still available on the PRESERVE repository only.
Trialog has planed the following actions:

• Provide the PRESERVE library on the project website. The sources are not provided
yet, but the software can be downloaded free of charge by anyone with just a small
registration.

• Set up a bug tracker tool. A Mantis server will be setup in order to collect the bugs
and provide a good traceability.

• Set up a public repository. The sources will be released on a public repository such
as github where other developers can contribute.

2.1.2 Plans for Deployments in European and National Projects

During the project life cycle, PRESERVE has provided the VSS kit to the SCORE@F
project and to other selected partners like Hitachi (for ETSI compliance testing) or DRIVE
C2X. Further deployment and integration is planned with the following projects:

• Compass4D. This European pilot project works on three ITS services: Red Light
Violation Warning (RLW), Road Hazard Warning (RHW), and Energy Efficient In-
tersection (EEI). They have decided to the PRESERVE VSS kit for ensuring the
security in these services. Trialog and Escrypt will provide support during and after
the PRESERVE project. A memorandum of understanding has been signed.

2016-01-31 IST-269994 6
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• ISE and ELA. These two National projects are funded by SystemX (officially created
on February 1st, 2012 as part of the “Investment for the Future” program put in place
to support innovation in France). The ISE (ITS Security) project (see http://www.
irt-systemx.fr/project/ise/?lang=en) aims at providing secure building
blocks and certification solutions applied to ITS. ISE is also in relations with ELA
(Automotive Electronics and Software) project (see http://www.irt-systemx.
fr/project/ela/?lang=en). ISE has selected Trialog as partner in order to
contribute to the secure building block embedded in vehicles. The PRESERVE VSS
kit will be reused and new features will be developed in this context.

PRESERVE partners will continue to advertise availability of the VSS Kit through different
channels (ETSI, C2C-CC, IEEE, National and European projects, etc) in order to find new
projects.

2.1.3 Plans with Hitachi

The VSS library provides an API and has to be connected to the communication stack.
Since the integration work with SCORE@F, we are in good contact with Hitachi and con-
tinue integration during version updates. This is useful and necessary as it allows us a
joint participation to ETSI plug tests.

2.1.4 Plans with ETSI

The VSS kit conforms to ETSI standards, in particular TS 103 097. For this reason, the
project participates to the periodic ETSI plug tests. The next session will be organized in
March 2015. The project is also involved in the validation of the compliance tool developed
by ETSI. Actually, ETSI is developing a compliance tool for checking the conformance of
secure building blocs with ETSI documents. In order to validate the tool, PRESERVE
provides the VSS kit as a reference platform.

2.1.5 Participations to the EIP Smart Cities and Communities (EIP-SCC)

PRESERVE is focusing mostly on ITS. However, the ITS domain is also linked to the
topic of smart cities. In this context, a commitment has been submitted by TRIALOG
to the EIP-SCC. The commitment has been accepted and can be found at this address:
http://eu-smartcities.eu/commitment/7926.

TRIALOG has participated to the kick-off meeting organized on the 9th of October in
Brussels. TRIALOG plans to promote the VSS kit as a building block of the SCC platform.
For this reason, TRIALOG is involved in the further conference calls and will participate to
the next plenary meeting (not yet scheduled).

2016-01-31 IST-269994 7
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2.2 PKI Structure and Business Model

2.2.1 World-wide Vehicular PKI Harmonization

Results presented in this section are partly based on work of the EU-US ITS International
Standards Harmonization Task Group number 6 (HTG#6) were PRESERVE participated
in and provided significant contributions.

The foundational element of any crypto-system is the functionality that enables secu-
rity processes, namely the system that serves as trust anchor and the basis for crypto-
processes such as trust verification, integrity protection, encryption, etc. The connected
vehicle environment requires a foundational trust element that serves these needs: it
must, at minimum, provide crypto-material that enables trust, both in the contents of mes-
sages, and the protection of data from unintended readers. The chosen solution depends
on a public-key infrastructure; however the systems currently under development in the
US and the EU are somewhat different in their approach. Since the modern car market
is global, and since the operable systems may indeed be different in at least two political
environments, an understanding of just what the implications of differing trust anchors is
warranted. For the purpose of this analysis, the foundational trust anchor is referred to as
a Cooperative Credential Management System, or CCMS. At minimum the CCMS serves
as root trust authority and provider of security credentials.

CCMS comprises a set of authorities or components with distinct roles that will be oper-
ated either by federal agencies or private corporations. In figure 2.1 the components are
listed with processes that are relevant for the operation of the credential management.
A detailed description of the processes, related use cases, and necessary inter-CCMS
interfaces are described in the deliverables of HTG#6 [1]. The components of the CCMS
are

• the Root Certification Authority (RCA),

• the intermediate CA which might be optional,

• the enrolment component which is also known as Long-Term Certification Authority
(LTCA),

• the authorization component which is also known as Pseudonym Certification Au-
thority (PCA),

• the misbehavior component,

• and the revocation component.

The LTCA, governed by federal or private agencies, is responsible for issuing Long-Term
certificates (LTCs), in principle one per vehicle. The PCA, possibly non-governmental
and commercially deployed, issues sets of pseudonyms to each vehicle registered with
an LTCA. A domain - geographic regions or applications - is defined as the set of vehi-
cles registered with one or multiple LTCAs, subject to the same administrative regulations

2016-01-31 IST-269994 8
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Root AuthZ / AuthN

Intermediate AuthZ / 
AuthN

Provisioning Enrolment Authorization Misbehavior Revocation

Provisioning 
Components: AuthZ / 

AuthN

Enrolment 
Components: AuthZ/

AuthN

Authorization 
Components: AuthZ / 

AuthN

Misbehavior 
Components: AuthZ / 

AuthN

Revocation 
Components: AuthZ / 

AuthN

Provisioning: Initial

Provisioning: Update

Enrolment: 
Registration

Enrolment: Approval

Enrolment: Issuance

Enrolment: Update

Enrolment: Privacy 
Services

Authorization: 
Approval

Authorization: 
Issuance

Authorization: 
Resolution 

Management

Authorization: Privacy 
Services

Misbehavior: Report 
Collection

Misbehavior: Analysis

Misbehavior: 
Investigation

Misbehavior: 
Decision

Misbehavior: Privacy 
Services

Revocation: CCMS CA 
CRL Generation

Revocation: End-
Entity CRL Generation

Revocation: End-
Entity Blacklisting

Revocation: End-
Entity CRL Distribtion

Provisioning: 
Network Location 

Services

Enrolment: Network 
Location Services

Authorization: 
Network Location 

Services

Misbehavior: 
Network Location 

Services

Revocation: Network 
Location Services

Enrolment: De-
registration

Enrolment: Policy 
Update

Authorization: Policy 
Update

Misbehavior: Policy 
Update

Revocation: Policy 
Update

Figure 2.1: CCMS components

and policies. When necessary, e.g., for investigation purposes, the resolution manage-
ment of the authorization component can initiate a process to reveal linking information
of pseudonym certificates or the long-term identity of an ITS station, based on a set of
pseudonymously authenticated messages. Moreover, across different domains, trust is
established with the help of a higher-level authority, RCA, or a set of such authorities and
cross-certification. Furthermore, it is possible that CCMS across multiple domains es-
tablished trust on different levels. As further detailed in the HTG#6 documents [1] four
different CCMS federation scenarios are identified.

• No trust between CCMS of different domains

• Trust on registration (canonical ID) level

• Trust on enrolment certificate level

• Trust on pseudonym certificate level

2016-01-31 IST-269994 9
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The different levels of cooperation and inter-CCMS communication requires different levels
of policy harmonization. Based on theses levels each ITS station can have unique or
multiple memberships as well as registrations to one or multiple domains.

2.2.2 Security for Service-Oriented Vehicular Networks

As vehicles become more automated, integrating more consumer devices [2] and featuring
powerful embedded platforms and antennas, a new trajectory of commercial applications
and services will emerge. Indeed, there is a growing demand for accessing the Internet
and personalized services (tailored to the specific interests of individuals) from vehicles.
This transformation is driven by the concept of leveraging “car as a platform” capable
of running a gamut of services and performing numerous transactions for their users.
The envisioned ecosystem of applications will range from simple infotainment services [3]
and content distribution [4] to Internet access and the development of an “Application
Store for automotive applications” [5,6]. Such multi-service environments are expected to
provide clear customer benefits and motivate commercial operators to invest in large-scale
deployments of ITS systems.

Of course, security and user privacy still remain key pillars (as is the case for current
Vehicular PKIs); however, the anticipated transplantation of commercial services into the
ITS domain calls for comprehensive solutions that bring closer the worlds of ITS networks
and Internet-based services, giving birth to a service-oriented vehicular ecosystem. Ad-
dressing the diverse requirements of vehicle operators and Service Providers (SPs) for
identity management and fine-grained access control across multiple domains, is the main
challenging task1. Furthermore, since existing Internet business models already entail a
plethora of commercial SPs, it would be best if stakeholders from the vehicular domain
tried to lure them in providing ITS-tailored services instead of looking for new ones. This
calls for a synthesis of ITS-specific security and privacy (notably the security infrastructure)
standards with widely accepted Internet technologies such as Web Services (WS) [7].

Therefore, there is a need for a model that provides authentication, authorization, account-
ability and user privacy along with a comprehensive set of services for identity manage-
ment in multi-service automotive ecosystems. Service discovery and registration should
support the provision of various personalized services and motivate SPs to enter the ve-
hicular market. Moreover, the establishment of trust relations (federations), among differ-
ent system entities, should facilitate access control across multiple domains. Of course, it
goes without saying that such a model should encompass existing vehicular communica-
tions standards and the underlying CCMS by leveraging long-term credential and identity
managing entities (expected to be deployed in ITS systems). All these functionalities
should be provided in a standard-compliant and platform-neutral manner to ensure inter-
operability and scalability.

Overall, the merging of vehicular networks and web technologies (already envisioned in
the real world) can yield numerous advantages for ITS. This convergence is compounded

1Direct applications of existing security solutions from the Internet domain is not desired as they cannot meet
ITS security and privacy requirements
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by the desire to access the Internet and personalized services from vehicles. As the need
for security services such as authentication, data confidentiality and integrity, and non-
repudiation are already established as critical enablers to meet those objectives, the focus
must turn to an implementation plan that can best support the success of such a service-
oriented vehicular ecosystem. PKIs present a cohesive framework within which service
discovery and registration, access control across multiple domains can be conducted with
the required trust.

2.3 Broadening Awareness on the PRESERVE Platform

There is a consensus being formed, in terms of basic technological aspects for security
and privacy in ITS. Nonetheless, many questions concerning the actual deployment of
these systems are not addressed yet. In addition, issues such as product life-cycles and
costs for ITS products and services have to be defined, so that vehicular communication
solutions can be brought to market. These are (indeed) important factors for the PRE-
SERVE project and more generally for the ITS community.

Towards this direction, to better understand the realities of today’s VC security landscape
and to gauge the perception of the broader ITS community regarding the PRESERVE
architecture, we have designed and disseminated a questionnaire that seeks answers to
the above-described issues. In what follows, we provide an overview of the structure of
our survey along with the methodology used for formulating the included questions. More
information regarding the questionnaire can be found on the PRESERVE website2.

2.3.1 Overview of the Survey

Our survey is designed in a way that no prior knowledge of the participants is presumed.
We begin by asking the contributors to provide us with input on their background. This
helps us to better analyze their responses and weight them accordingly. Each response
reflects the opinion of the individual who completed the survey and not of the institution
he/she represents. Moreover, all provided data are reported in aggregate with that of other
participants to ensure anonymity and confidentiality.

We use three types of questions; multiple choice, free text and matrix questions. For the
latter, we utilize a scale from 0 (low) to 4 (high) to indicate the confidence of the response.
The questionnaire comprises six sections:

• Introductory Questions: This section contains general questions focusing on the
background of the participant with respect to security and privacy issues of ITS. In
addition, we try to capture his/her understanding on the PRESERVE architecture.

2http://www.preserve-project.eu/node/43
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• Questions on Safety Applications: These questions focus on the security and
privacy requirements for specific safety applications as defined in the survey. We
also make inquiries on the suitability of the PRESERVE architecture for protecting
such applications.

• Questions on Infotainment and Miscellaneous Applications: These two sections
focus on infotainment and miscellaneous applications. Similarly to the previous sec-
tion, we are interested in (i) the security and privacy requirements of these types of
applications, and (ii) the applicability of PRESERVE’s VSS.

• Questions Regarding Financial Aspects: These questions target participants whose
role in the institutions they represent is of managerial nature.

• Questions Regarding Technical Aspects: This section pertains to participants
with adequate technical expertise to give us their insights on some security- and
privacy-related questions.

2.3.2 Survey Dissemination

We have created an on-line version of our survey utilizing tools that allow vast dissemina-
tion and in-depth data processing. The survey was broadcasted to various entities such
as standardization bodies and experts in the area of ITS. We advertised it to possible
contributors during the ITS World Congress held in Vienna from 22 to 26, October 2012.
In addition, we disseminated our survey during the proceedings of C2C-CC Forum held in
Göteborg (Sweden) on 13 and 14, November 2012 and in the EIT-ICT Safe Mobility chap-
ter 3. We have continued with collaborating FOT projects, with a US-EU Harmonization
Working Group, and selected researchers in the broader ITS area.

2.3.3 Analysis of Aggregated Results

2.3.3.1 Introductory Questions

As aforementioned, this section contains general questions regarding the participant’s
background. Besides some optional fields (for anonymity reasons) related to some per-
sonal info including name, email, etc., we are mostly interested (Q1 and Q2) in the type of
organization (e.g., University, Research Institute, etc.) he/she is employed and the actual
type of employment. Based on these answers, we can extract a better understanding on
the participant’s background, knowledge and technical expertise.

3http://www.eitictlabs.eu/action-lines/intelligent-mobility-and-transportation-systems/
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Question 3 In Q3, we ask the participants about their familiarity with the PRESERVE
project and various standardization bodies active in the area of ITS (IEEE 1609.2-WG4,
ETSI-WG55 and C2C-CC [8]). If the participant’s confidence level is high, she is consid-
ered to be a specialist when it comes to technical aspects for ITS and the answers will be
analyzed accordingly. The following figure illustrates the received responses.

Figure 2.2: Question 3

What we can infer is that the majority of participants were familiar with the PRESERVE
project (90%), the PRESERVE architecture (60%) and the project’s security objectives
(70%). Furthermore, 70% were familiar with the aforementioned standardization bodies
and working groups. For the ETSI-WG5 and the C2C-CC, the percentages are 68% and
70%, respectively. The numbers show that successful projects can be more visible and
raise awareness towards adoption of cutting technologies, more than consortia and stan-
dardization bodies.

Question 4 Q4 focuses on how important, the participants, consider security and pri-
vacy requirements to be. These requirements are extracted from the state-of-the-art re-
search and (relevant) technical literature.

4http://vii.path.berkeley.edu/1609_wave/
5http://www.etsi.org/website/technologies/intelligenttransportsystems.aspx

2016-01-31 IST-269994 13

http://vii.path.berkeley.edu/1609_wave/
http://www.etsi.org/website/technologies/intelligenttransportsystems.aspx


2.3 Broadening Awareness on the PRESERVE Platform D5.4 v1.2

Figure 2.3: Question 4

As the above figure shows, the majority of participants consider “driver and passenger
privacy” to be of paramount importance (94%). This high percentage reflects the strong
research interest for privacy-preserving vehicular communications. The same holds for
the rest of the requirements: More specifically, 76% of the responders believe that en-
suring the authenticity of V2X communications is a critical requirement. All responders
agree that resilience against external attacks is also pivotal. Finally, the same consen-
sus holds in the case of communication authenticity (100%) and in-Car protection (98%).
There are responses that confidentiality is not important resonating with old modelling and
requirements [9].

Question 5 Q5 tries to identify whether the broader ITS community considers appli-
cations which are built on top of collaborative, ad-hoc communication protocols (IEEE
802.11p) to require stronger security guarantees than the ones relying on the more re-
silient cellular networks (e.g., 2G/3G/LTE).
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Figure 2.4: Question 5

As we can see, indeed, the majority of participants believe that applications built on top
of ad-hoc communication schemes require stronger security protection compared to ap-
plications that rely on cellular networks. This result came to verify the thoughts that were
brought forth in a panel discussion that took place during the IEEE VNC 20116

Question 6 In Q6 we ask the participants whether they think that PRESERVE archi-
tecture can be applied to ITS applications that are built on top of cellular networks. As
it can be seen in the following figure, 97.5% of the responders agree that PRESERVE’s
architecture is applicable to applications built on top of 802.11p. Although this percentage
decreases in the case of cellular networks (e.g., 3G, LTE), still the overall majority agrees
that PRESERVE can ensure the security and privacy of such applications. It is interest-
ing to point out that the standards for cellular systems, notably 3GPP, take fundamentally
different approaches than VC systems security. Of course, one can be agnostic to the
network and apply the PRESERVE solution transparently, but this does not leverage the
cellular security architectures. [10,11]

6http://www.ieee-vnc.org/2011/talks/panel.pdf
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Figure 2.5: Question 6

Question 7 Q7 asks the opinion of participants about the applicability of PRESERVE to
applications specific to various different domains.

Figure 2.6: Question 7
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Indeed, the majority of the participants believe that PRESERVE can meet the security
and privacy requirements of a wide gamut of applications. The only exception is for ap-
plications relevant to Telecommunication Providers (41%) and providers of infotainment
services (50%). This can address the concern of unsuitability of PRESERVE architecture
for some of the vehicular applications. For example, there is not a high consensus on
the suitability of the PRESERVE architecture for the security and privacy of infotainment
providers, telecommunication providers and city and local administrations [10,11].

2.3.3.2 Safety Applications Questions

This part of the survey focuses on safety applications. We consider the following application-
specific list:

• Road Hazard Warning: Sudden slow-down warning, vehicle safety function (out of
normal condition warning).

• Cooperative Awareness: Emergency vehicles notification, slow vehicle notification,
motorcycle notification.

• Cooperative Collision Avoidance: Vulnerable user warning.

• Traffic Hazard Warning: Wrong way driving notification, stationary vehicle notifica-
tion, traffic jam notification, signal violation notification.

We created four (4) questions in order to get a better insight if and how PRESERVE’s
VSS can be utilized to guarantee the security and privacy requirements of the four safety
applications presented above.

Questions 8, 9 Q8 and Q9 probe the familiarity of the participants regarding the security
and privacy requirements of safety applications. As the core focus of PRESERVE is on
safety applications, it is critical to understand the opinion of the ITS community concerning
the suitability of PRESERVE for these types of applications. The following figure illustrates
the answers provided in the context of Q8.
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Figure 2.7: Question 8

As we can see, the majority of the responders are familiar with different types of safety
applications. Furthermore, they concur that security and privacy are of paramount impor-
tance for safety applications, as the following figure shows. There are strong agreement on
the importance of security and privacy for road/traffic hazard warnings; at the same time,
there are more disagreement on the importance of security and privacy for the road/traf-
fic hazard warnings. This confliction might be due to different viewpoints on considering
security and privacy for these applications. One can argue that in a critical situation, e.g.
safety application, the privacy of users should not be taken into account for the sake of
human safety.
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Figure 2.8: Question 9

Questions 10 Q10 illustrates that the majority of participants (97%) agree that the PRE-
SERVE architecture is suitable for different safety applications. Such a high agreement
shows the suitability of the architecture for the safety applications.

Figure 2.9: Question 10
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Questions 12 Q12 aims at identifying the negative influence of the security properties
on the performance of the safety applications. As we can see, the majority (60%) of the
responders believe that the privacy protection can highly affect on the performance of the
safety applications. That is why there are also disagreement in Q9 on the security and
privacy consideration for the safety applications. As shown, there are disagreement on the
influence: 52.5% believe that it does not have a performance influence on the authenticity
for V2X, 60% agree that there is no performance degradation for V2X data consistency
and 70% of the participants reflect that there is no performance influence on the in-car
system integrity.

Figure 2.10: Question 12

2.3.3.3 Traffic Efficiency Questions

Question 13, 14, 16 In Q13, around 93% of the responders (strongly) agree that pri-
vacy is important for traffic efficiency applications and around 94% of the participants
(strongly) agree the PRESERVE architecture could satisfy security and privacy require-
ments in these applications.

Q16 investigates the influence of security requirements on the performance of traffic effi-
ciency applications. Overall, the responses are similar to those in Q12, but with a small
shift towards disagreement. This is due to less time criticality in traffic efficiency applica-
tions than in secured safety applications.
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Figure 2.11: Question 13

Figure 2.12: Question 14
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Figure 2.13: Question 16

2.3.3.4 Infotainment Applications Questions

Question 17, 18 Apart from traffic efficiency applications, most responders consider that
security and privacy are also important in other applications (Q17 ). Especially, 40% of the
responders strongly agree that security and privacy are important for vehicle life cycle
management. In Q18, a vast majority of them agree that the PRESERVE architecture can
satisfy security and privacy requirements in such applications. However, a few of them
strongly agree with those, considering the purpose of the PRESERVE architecture is to
secure V2V and V2I communication.
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Figure 2.14: Question 17

Figure 2.15: Question 18
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2.3.3.5 Financial Aspects Questions

This section of the survey targets participants whose role in the company or the institution
they represent is of managerial/business (non-technical) nature.

Question 21 Q21 tries to infer the understanding of participants on the particular busi-
ness aspects of ITS systems. As the following figure shows, the majority of the responders
(70%) has either a substantial experience or a good understanding of such business as-
pects.

Figure 2.16: Question 21

Question 22 Q22 focuses on the participant’s opinion on the potential commercial value
of the PRESERVE ITS solution. As we can see, the majority of responders (53.1%) agree
that PRESERVE is a viable solution in the ITS domain.
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Figure 2.17: Question 22

Question 23 Q23 asks for the participant’s perception on the motives and incentives
that drive organizations and institutions to introduce security and privacy solutions into
their ITS-related products and services.

Figure 2.18: Question 23
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As it can be seen from the figure, all of the responders believe that their organization will
incorporate security and privacy in their products mostly due to the ongoing competition.
In addition, 97% and 91% of the responders highlighted the importance of the regulations
provided by various public authorities and customer demand respectively.

Question 24 Q24 asks to identify the level of security and privacy that the corporations
are willing to consider in their products and services. As we can see, the majority of the
participants, i.e. 77%, consider the comprehensive security and privacy protection in their
products while 23% reflect their view on applying base-level security and privacy according
to the corresponding regulations. Interestingly, everyone agrees on security and privacy
consideration in their products and services.

Figure 2.19: Question 24

Question 25 Q25 tries to identify the estimated amount that the participants’ companies
can afford by applying security and privacy consideration to the products and services.
Only 9% of the participants believe that their companies can afford low amount of money
for security and privacy consideration. 33% of them reflect their perspective on a medium
amount to be afforded by the company. 39% and 18% of the participants expressed that
the estimated amount afforded by their companies is high and very high, respectively.
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Figure 2.20: Question 25

Question 26 Q26 asks to figure out the participants’ view on the estimated product life-
cycle cost of ITS related products. 9% of them agree that the cost would be low whereas
33% of them believe that the cost would be medium. 39% of the responders reflect their
estimation to be high while 18% of them agree that the cost for a company to afford
introducing security and privacy protection would be very high.

Figure 2.21: Question 26
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Question 27 Q27 asks to figure out the responders’ perspective on the cost distribution
among the ITS facilities. The majority of the participants, i.e., 65%, believe that the cost
required for the ITS hardware would be the highest whereas the lowest cost required for
the ITS facilities are product certificate and validation.

Figure 2.22: Question 27

Both answers from Q26 and Q27 imply that security and privacy solutions should be
efficient enough to be deployable with affordable devices.

Question 28, 29 Q28 asks to identify the value of security and privacy protection for
the safety applications. As expected, the majority of the responders (67.5%) believe to be
very high. 25% and 7.5% of the participants agree that the value of security and privacy
protections for the safety applications are high and medium, respectively. No one agrees
that it is of low value due to the criticality of the safety applications. For Q29, 67.5% of them
agree that the value of security and privacy protection for traffic efficiency applications is
high or very high.

It is worth to mention that the percentage of responders who consider security and privacy
protections for safety applications very high is the same as the percentage who consider
security and privacy protections for traffic efficiency applications is high or very high. This
implies that although security and privacy protection is important in both applications, it is
considered more critical in safety-related applications.
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Figure 2.23: Question 28

Figure 2.24: Question 29

Question 30 Q30 asks to identify who should pay the cost for the security and privacy
considerations. 64% agree that the customers, to the degree they are willing to, have

2016-01-31 IST-269994 29



2.3 Broadening Awareness on the PRESERVE Platform D5.4 v1.2

to pay the cost; 51% believe that the authorities and governmental organizations are the
responsible authorities. 52% and 68% also reflect that the telecommunication providers
and car manufacturers are the corresponding entities to pay the cost for security and
privacy.

Figure 2.25: Question 30

Question 31 Q31 asks to identify who should mainly invest in roadside infrastructure.
The majority agree that public authorities (64%) and traffic management service providers
(63%) are the main investors in the roadside infrastructure. Road operations also strongly
agreed by 36% of the participants to invest in this area.
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Figure 2.26: Question 31

2.3.3.6 Technical Aspects Questions

Question 32, 33 In Q32, around 72% of responders claim that they have substantial
research and/or development experience. Essentially, the responders agree that all the
attacks listed in Q33 could bring negative impact, while they consider compromised road-
side infrastructures or onboard equipment as two most fatal attacks. It is reasonable since
the administrators and users will lose control over the infrastructures and devices once
they are compromised, and cannot guarantee that they will work as expected. In-transit
V2X traffic tampering incurred relatively lower concern. It might be due to the considera-
tion of the responders for integrity protection of V2X communication.
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Figure 2.27: Question 32

Figure 2.28: Question 33
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Question 34, 35, 36 In Q34, Q35 and Q36, most of the responders suggest ECDSA
as the main cryptographic primitive for different types of applications. This complies with
IEEE 1609.2, ETSI and C2C-CC standards. Moreover, they strongly suggest ECDSA-256
as a proper key size, although ECDSA-224 could be suitable as well.

Figure 2.29: Question 34

Figure 2.30: Question 35
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Figure 2.31: Question 36

Question 37 Q37 investigates the major technical challenges towards the deployment
of secure and privacy preserving V2X solutions. From security and privacy perspective,
identity management, trust management and security updates are considered as the ma-
jor challenges. In addition, standardization and interoperability are considered as two im-
portant aspects towards manufacturing and deployment phases. OBU processing power
and OBU software complexity are considered less challenging considering the improving
hardware specification of off-the-shelf OBUs.
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Figure 2.32: Question 37

2.3.4 Remarks

In conclusion, what we can deduce from the provided feedback is that the community def-
initely values the security and privacy aspects of vehicular communications and considers
PRESERVE as a valid proposal that meets all the core requirements for secured safety
applications and traffic efficiency applications. Nonetheless, it is yet not clear whether or
not the presence of PRESERVE will create added value for companies that will adopt such
solutions.

We can observe that PRESERVE architecture is suitable for vehicular applications to be
deployed by both cooperative ITS communication (802.11 standards) and cellular net-
works. Although the majority (97.5%) agree to rely on cooperative ITS communication
rather than cellular networks, there is no consensus on that front. Recent research show
that the cellular security architectures are also converging towards this direction.

For some of the questions, we need further investigations. For example, both Q25 and
Q26 did not explicitly list the cost in terms of numbers, and this may result in incorrect
impression for the investigators since the responders may have different interpretations
on the choices.
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2.4 ASIC Cost Model

In PRESERVE, a cost model was created to relate the functionality of an ASIC to its costs
which is very useful during early phases of the chip development. However, creating such
a cost model for the production of an ASIC-based C2C-HSM is a difficult task, as it is
based on two parameters which are in principle unknown:

• Performance: the performance of an ASIC chip can only be estimated until an ASIC
is actually produced. Such estimations of the performance depend on many different
factors, but may be given based on previous experience with similar technologies. As
the number of ECC signature verifications per second is the key performance factor
for ASICs in a C2C environment, we will use the verification speed as an indicator
for the overall performance of the ASIC (note that this is a strong simplification, as
other functionality of the chip may perform differently).

• Absolute costs: absolute costs of ASIC production depend on many factors such
as produced quantities, design size, supported features, technologies, customer-
supplier relationship and many more. In short, an OEM ordering an ASIC highly
specialized for a certain use-case in large quantities (millions) for series produc-
tion will get a totally different price than a smaller organization producing only small
quantities of research ASICs. Hence, a cost model including absolute costs is not
really meaningful and we will concentrate on relative costs instead.

Considering these difficult preconditions and leveraging on the experience gained during
the design of the PRESERVE HSM ASIC, we try to give numbers and estimations for the
given parameters to the best of our knowledge in the following.

2.4.1 Performance

Assuming that only one ECC core is implemented, the key factor for the verification speed
is the technology (node size) in use. Generally speaking, a smaller gate size allows higher
clock rates of the chip and thus better performance in terms of verification speed.

The verification speed can also be improved by implementing more than one ECC core in
the chip design which can be used in parallel. However, the overall number of verifications
measured outside of the chip does not scale linearly with the number of ECC cores, as
there are several other limiting factors (bottlenecks), e.g.:

• Busload on the AHB bus

• AHB bus frequency

• System software complexity

• External communication (e.g., SPI, USB, Ethernet...)
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The more ECC cores are running in parallel, the more influence these limiting factors
will have. If, e.g., the maximum data rate of the bus is already fully consumed, adding
additional ECC cores will not add any additional verification performance. The number of
ECC cores that can be implemented is also limited by the number of gates available on
the chip. Using a smaller technology will result in a higher number of gates on a chip of
the same size. For example, on a chip of size 4mm x 4mm we can estimate the following
numbers:

• ASIC 180nm: approx. 1.4 million gates

• ASIC 90nm: approx. 3 million gates

• ASIC 55nm: approx. 8 million gates

Depending on the system that is implemented, the 180nm technology may only yield
enough space for one ECC core, whereas 90nm will allow for up to ten ECC cores and
55nm will allow for even more. Of course, this also depends heavily on the remaining
components on the chip (e.g. CPU, RAM, ROM, interfaces, other cores) and how much
chip space they require. Furthermore, we assume that more than 10 ECC cores are not
reasonable with respect to the limiting factors.

Based on these numbers, we estimated the maximum numbers of verifications per second
that can be achieved with a highly specialized and optimized chip design. As mentioned,
these are only estimations and concrete numbers can only be given once an ASIC is
produced and tested. The results can be seen in Table 2.1.

Technology Max clock rate Verifications per second with
1 ECC 5 ECC 10 ECC

ASIC 180nm 100 MHz 100 - -
ASIC 90nm 200 MHz 200 750 1100
ASIC 55nm 350 MHz 320 1200 1760

Table 2.1: ASIC performance estimation

2.4.2 Relative costs

The costs stated in this section are relative costs based on evaluations done within the
PRESERVE project. They are useful to compare different options/technologies and show,
how different performance requirements on the one hand are reflected in the costs/prices
on the other hand.

At the center of the cost estimation is the slowest option (option 1), i.e. the 180nm tech-
nology with only one ECC. The costs of the other options are then given as additional
costs relative to option 1. We distinguish the following categories of costs for the ASIC
production:
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• Fixed costs: only applicable once in the production process which are mostly given
by the following two items

– Design costs (frontend and backend design)

– Prototyping costs (production of prototype/silicon mask and first shuttle)

• Costs per item: costs for each additional unit that is being produced

Altogether, the considerations result in the following cost model described in Table 2.2.

Opt. Verifications/s Technology ECCs Cost relative to option 1
Design Prototype Item Costs

1 100 180nm 1 0 0 0
2 200 90nm 1 + 9 % + 175 % + 83 %
3 320 55nm 1 + 22 % + 175 % + 116 %
4 750 90nm 5 + 30 % + 175 % + 83 %
5 1100 90nm 10 + 51 % + 175 % + 83 %
6 1200 55nm 5 + 43 % + 175 % + 116 %
7 1760 55nm 10 + 64 % + 175 % + 116 %

Table 2.2: ASIC cost model

Analyzing the above cost model, one will find many interesting aspects. Of course, option
1 is the cheapest, but offers also the weakest performance. This is only an option for
validation purposes, but not for applications in realistic C2C environments. The other
options offer more possibilities in these terms. However, moving to a smaller technology
will increase all costs items. While prototype costs will be equal for 90nm and 55nm,
design costs and costs per item will increase significantly for a smaller gate size. The
number of ECCs does only influence the design costs, as more ECCs result in a bigger
design and thus in higher design efforts.

An interesting aspect can also be found by comparing options 5 and 6, since both result in
a similar performance, but different prices. While option 5 uses a bigger technology and a
bigger design, option 6 makes use of a higher clock rate. With the lower design costs and
slightly better performance, option 6 is a good choice for a research environment. Yet on
the other hand, it also comes with higher costs per item and thus option 5 is more suitable
for a mass production environment.

One also needs to consider that option 5 requires a higher degree of parallelism to achieve
the same absolute performance which increases software and overall system complexity
and may not even be possible to reach.
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2.4.3 Target costs

As stated above, absolute target costs are difficult to come by in contrast to the evaluation
of relative costs in the previous section. This has multiple reasons, the most important one
is the variety of factors having significant impact on the absolute costs of a chip production.
Those factors include:

• Production factors

– Quantities ordered (total per run/per year)

– Production type / technology used

– Required lead time

• Technical factors

– Functionality of the SoC besides V2X security

– Chip size / area consumption

– Node size / clock rate

– Number of outgoing pins

– Power consumption boundaries

– Temperature boundaries

As these are only examples, the decisive factors are too manifold to give a concrete target
cost estimation without detailed analysis of the SoC setting, including negotiations with
potential partners and IC manufacturers as well as discussions with target customers
about quantities and requirements. As any of such discussions take place under strict
confidentiality, it is not possible to publish the results.

2.5 Validation and Certification

For the security of a V2X communication system, assurance about the in-vehicle security
of participants is vital: The receiver of a message has to be able to rely on the fact that
the sender has generated the message correctly. Hence, a security breach on the sender
side would have impact on the receiver of a message. Therefore, only vehicles with a
reasonable “level of security” should be able to obtain certificates from the C2X PKI that
authorize them to sign messages. Security assurance addresses the question how to
determine (with appropriate confidence) whether a product provides the required security
properties or not.

A wide-spread approach to assurance is the (methodical) security evaluation of a prod-
uct by an independent third party. Based on such an evaluation, vendors can obtain
certificates for their products stating the evaluation result. For V2X systems, it would be
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desirable to have a (minimum) standard, according to which all products have to be evalu-
ated before being deployed. Successful evaluation and certification could be the basis for
Enrolment Authorities to issue enrolment credentials to vehicles. From a technical point of
view, it is irrelevant if such an evaluation would be required by legal regulations or obtained
by consensus within the automotive industry. However, care must be taken that the costs
of security evaluation and certification do not become prohibitive.

A well-known international framework for assurance in the IT industry is Common Criteria
(CC), which is widely-used, e.g., for security evaluation of smartcards. CC provides a
catalogue of standardized security requirements and security evaluation requirements, as
well as a methodology to structure the evaluation process and its documentation. CC not
only addresses the security assessment of the product itself, but it includes the product
life-cycle, including development and (at least to some extent) operation. After successful
evaluation, a product can be certified. CC enables the definition of Protection Profiles
(PPs) that describe a class of products and the related security requirements. For a
concrete product, a vendor can then write a Security Target (essentially an instantiation of
the PP, fixing the details that were left open by the PP authors) that claims conformance
to the PP. After successful evaluation, the vendor receives a certificate for the product
which states that the product conforms to the specified PP. Conformance to a PP enables
customers to check that the security of different products (from different vendors) at least
have been evaluated according to some common set of requirements.

The Car-to-Car Consortium (C2C-CC) – a consortium of the (European) automotive in-
dustry – is considering the adoption of an approach similar to the CC. Currently, it is not
yet sure whether the C2C-CC would make evaluation and certification by (existing) CC
evaluators and authorities according to existing procedures mandatory. However, the CC
framework could be used as a basis for evaluation (and certification) by either an entity
like an industry consortium, or by self-certification of the manufacturer. In any case, the
C2C-CC introduced Trust Assurance Levels (TALs) that should be included in the autho-
rization tickets (pseudonym certificates) of vehicles. Currently, an informal description of
TALs exists, and a Common Criteria Protection Profile is being drafted that might be used
for the (yet to be defined) certification process.

The C2C-CC proposed the following Trust Assurance Levels (TALs) (see Figure 2.33):

• TAL 0: No evaluation.

• TAL 1: Only the software of the C2X box is evaluated.

• TAL 2: In addition to TAL 1, the C2X box hardware, including dedicated hardware
security and tamper evidence, is evaluated

• TAL 3: In addition to TAL 2, “private” ECUs and a “private” network directly con-
nected to the C2X box are evaluated. Moreover, basic tamper resistance of the
HSM is required.

• TAL 4: In addition to TAL3, all relevant in-vehicle sensors and ECUs are evaluated.
Moreover, moderate to high tamper resistance of the HSM is required.
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Figure 2.33: Overview of the proposed trust assurance levels (Source: internal C2C-CC
report on Trust Assurance Levels)

According to the current proposal, not only the extent of the evaluation (What is evaluated
and what requirements are mandatory?), but also its depth (How thoroughly is the evalu-
ation performed?) increases with each TAL. However, this proposal might still be changed
in future versions.

The current consensus is that TAL 2 would be the appropriate minimum level for the Day
1 use cases. Therefore, a PP is currently being drafted on behalf of the C2C-CC with the
goal to define TAL 2 in the terms of the CC. However, future applications will require higher
TALs.

The work on TALs in C2C-CC has not been finished yet and is still a matter of discussion
and changes. We thank Hans Löhr (Bosch, C2C-CC) who has provided contributions to
this section.

2.6 Pseudonym Certificate Signing Request

ITS standards have introduced the V2X Public Key Infrastructure (PKI) and the pseudo-
nym certificates to protect security and privacy of ITS stations. In a PKI, certificate man-
agement raises significant challenges especially regarding solutions for renewing certifi-
cates in the embedded ITS-S vehicle. A reliable updating process of certificates can only
be guaranteed if a update over the air service is provided. Indeed, for an embedded and
connected vehicular system like ITS-S vehicle, security management services should be
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done without user interaction. It is further required to design a secure and efficient pro-
tocol to a perform certificate acquisition process for practical ITS. The protocols designed
in [12] take into consideration the PKI specifications especially the role separation for the
various PKI authorities (LTCA and PCA). The certificate update protocol is adapted to
the different connectivity patterns and modes between a vehicle and the PKI authorities.
These security protocols with the PKI are agnostic of the communication system. In the
proposal of a new protocol for updating pseudonym certificates over the air [12] different
possible connectivity options with the PKI are considered, i.e. different media and protocol
stacks (see Figure 2-3). Additionally, the application protocols do not assume nor prevent
the use of a transport security layer below, e.g. TLS.

Figure 2.34: Communication stacks between vehicle and PCA if V2I communications
based on IPV6 over GeoNetworking protocol

In fact, permanent connection to the PKI authorities is not expected to be available for
ITS-S vehicles. Therefore, a pull or push model is taken into account concerning the
connectivity between a vehicle and PKI authorities. Furthermore, two major connectivity
patterns for pseudonym certificates updates are considered:

• In a mono technology pattern between vehicle and PCA, the ITS-S vehicle has cel-
lular network access (3G for example) and establishes a direct connection to PKI
authorities in order to download new pseudonym certificates.

• In a multiple, heterogeneous technology pattern the vehicle uses the free ITS G5
(or other Wi-Fi technology) to establish a connection to PKI authorities. In this case,
ITS-S vehicle has no direct access to the PKI authorities.
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Figure 2.35: Communication stacks between vehicle and PCA if V2I communications
based on GeoNetworking protocol

A detailed description of the proposed protocols MPCUP and SPCURO is given in [12].
MPCUP is a media independent pseudonym certificate protocol that follows the pull con-
nectivity mode. This protocol allows vehicles equipped with 3G technology to obtain cer-
tificates of their pseudonym keys.

SPCURO is the protocol used to update pseudonym certificate via roadside units in a
secure and efficient way. Aiming at being interoperable with actual ITS standards, the
protocols focus on the ETSI ITS PKI model presented in [13]. A first implementation of
the pseudonym certificate update protocol using ITS G5 was done in the frame of this
research. In order to provide a proof of concept this protocol was implemented using the
Score@F platform for OBU and RSU. This concept implementation used a simulator for
the remote PKI services and for the access of security services. The integration and test
of the protocols with the PRESERVE VSS is on-going in PRESERVE WP2 and WP3.
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3 Scalability of secure communication

3.1 A Formal Model for Certificate Omission

To prevent injection of messages by external attackers, vehicles sign every beacon with a
private key and append the accompanying certificate to the message. Any receiver then
has to verify the certificate and the signature of the beacon before further processing of the
message. Hence, security creates a communication overhead (i.e., packet size increases)
and a computational overhead (i.e., time to process the packet). One approach to reduce
communication overhead is to omit certificates, decreasing the beacon packet size by 140
bytes [14]. Benefits of the certificate omission schemes described below were proven by
simulation in [15–17].

• No omission of certificates (NoOm): This scheme serves as a baseline as it performs
no omission.

• Periodic omission of certificates (POoC) [18]: The idea of POoC is to add the certifi-
cate every n beacons.1 Certificate periods of 3 seconds and 10 seconds are often
considered.

• Neighbor-based certificate omission (NbCO) [19]: This scheme considers the con-
text of a vehicle in the omission decision. The idea of NbCO is to only attach the
certificate to beacons if there is a change in the neighbor table.

• Congestion-based certificate omission (CbCO) [16]: This scheme considers the load
of the communication channel as the guiding metric. If the communication channel
is free, there is no need to omit certificates to reduce the load on the channel. If the
communication channel is congested, then the communication load is reduced by
aggressively omitting certificates.

The benefits of certificate omission schemes in VANET have been so far proven by sim-
ulation. However, the research community is lacking of a formal model that would al-
low implementers and policy makers to select the optimal parameters for such schemes.
In /citefeiri:2014:formalmodel, we lay the foundations of the formal model for certificate
omission schemes in VANET. We apply the model to ’No Omission’ and ’Periodic Omis-
sion’, which validates the previous simulation and helps to identify and optimize influencing
parameters for these schemes.

1called certificate period in the original paper
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To remain independent of the intricacies of signal propagation details in specific scenarios,
we restrict our assumptions about the communication channel to an abstract packet de-
livery probability function Ds(d) for a given scenario s with the distance d between sender
and receiver as input. Additionally we use c to denote the rate of certificate inclusions.
With these inputs we combine the probability of already having received a certificate (CPL)
with the probability of receiving a packet at all (NPL) to obtain a a formula for the likelihood
successful packet reception from a new neighboring vehicle.

(1− ((1−Ds(d) ∗ c)n)) ∗Ds(d) (3.1)

The results are in line with simulation models that have served as validation for the in-
troduction of omission schemes in previous works. However our current model only con-
siders the NoOm and POoC omission schemes. Alternative omissions schemes, such
as CbCO and NbCO, rely on context sensitive mechanisms. Building models for such
schemes remains as future work. The availability of precise analytical models for the rel-
evant omission schemes will enable rigorous selection of schemes and parameters with
the most beneficial trade-offs for overall packet delivery success.

3.2 Certificate Pre-Distribution

Adding security through the pervasive use of digital signatures does have a significant
impact on the usage of bandwidth and computational resources. To this end, applica-
tions should use a digital signature scheme that minimizes the increase of bandwidth
usage. However, bandwidth overhead not only depends on the choice of a digital signa-
ture scheme but more importantly on the distribution method of certificates. A deficiency
in optimizing bandwidth usage leads to an increase of packet collisions in the wireless
channel, and thus, can cause degradation of service quality for all applications, including
safety-of-life applications.

Typically, a sender is expected to bundle all relevant certificates of a trust chain with each
signed message. This allows recipients to fully validate the message. However, this
creates a significant bandwidth overhead. Alternatives are on-demand requests of missing
certificates or omission schemes that determine a frequency of omitting certificates. The
fundamental trade-off, however, is the introduction of cryptographic packet loss in the form
of unverifiable packets [16]. Omission schemes need to balance the intended decrease
of network packet loss (NPL) as a result of fewer collisions in the communication channel
against the unintended introduction of cryptographic packet loss (CPL).

In [20] and an upcoming publication at IEEE VTC 2015, propose a technique that com-
bines certificate omission and certificate pre-distribution in order to reduce communication
overhead and to minimize cryptographic packet loss. Pre-distribution anticipates the need
for certificates and disseminates them proactively. Needs for certificates arise through the
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Figure 3.1: Awareness quality without and with temporal pre-distribution

arrival of new vehicles in a geographic region, or through a switch of cryptographic identi-
ties with the intention of breaking linkability of vehicle movements over extended periods
of time.

Figure 3.1 shows that this technique does not cause any negative effects during the pre-
distribution period before the pseudonym changes. A major improvement is, however,
visible in the reduced drop of Awareness Quality (AQ) at the point of a synchronized pseu-
donym change. AQ falls to only about 0.8 compared to 0.5 when not applying temporal
pre-distribution. The AQ then reaches the previous level within only one or two beacon
cycles, performing much better than the pseudonym change without pre-distribution.

Simulation results demonstrated that pre-distribution of certificates does not eliminate
cryptographic packet loss entirely. However, this technique can significantly reduce cryp-
tographic packet loss caused by pseudonym changes while driving. Moreover, the intro-
duction of certificate pre-distribution should be possible without requiring deep changes
to existing architectures for certificate management in vehicular communication. As such
we expect to see further practical evaluations of this technique to minimize service quality
reductions due to the addition of security and privacy in vehicular communication.

As we limited the pre-distribution techniques to one-hop dissemination, the first future
work is the evaluation of multi-hop dissemination. This will require more careful scoping
rules to avoid wasteful usage of bandwidth, and a close investigation of privacy aspects.
Indeed, wide-scale pre-distribution might improve tracking capabilities of attackers that
would otherwise have gaps and uncertainties in their coverage. One more opportunity
for enhancements is the selection of certificates for pre-distribution. Improved strategies
could aim to maximize expected utility for neighboring vehicles based on knowledge of
vehicle trajectories and position histories.

Another future work is the investigation of out-of-band channels, as we exclusively consid-
ered certificate pre-distribution in-band within the same 802.11p communication channel.
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Alternative communication channels, possibly with different performance attributes, could
be used to predictively maintain caches of certificates needed by vehicles.

3.3 Towards Deploying a Scalable & Robust VPKI

With basic concepts understood, there are few works that crisply define Vehicular Public-
Key Infrastructure (VPKI) components. The SeVeCom project [21], and its continuation,
PRESERVE, have led to a VPKI instantiation compliant to the C2C-CC framework. Be-
cause of direct PCA - LTCA communication (at the time of pseudonym provision), the
LTCA knows the pseudonym providing PCA, thus it can easily link messages. Similarly,
the SCMS [22] requires that the identity provider forwards requests to PCAs, thus being
prone to the same inference2.

SEROSA [23] proposed a general service-oriented security architecture seeking to bridge
the Internet and the VC domains. However, the identity provider can still infer the identity
of the service provider based on the protocol design. Moreover, the multi-domain envi-
ronment explicitly addressed by SEROSA leaves space for Sybil-based misbehavior. The
infrastructure cannot prevent multiple spurious requests to different PCAs. Of course, an
HSM (ensuring all signatures are generated under a single valid pseudonym at any time)
can be a general remedy to the problem [24].

On that front, we advance the state-of-the-art (enhancing our earlier work for a multi-
domain VPKI [25, 26]) with a more complete system3. Our protocols and their novel fea-
tures render the VPKI more robust to misbehaving vehicles. In particular, even in a future
environment with a multiplicity of Long Term Certification Authority (LTCA) and Pseudo-
nym Certification Authority (PCA) servers, it is impossible for a compromised vehicle to
obtain multiple credentials valid simultaneously (i.e., set the ground for Sybil-based [9]
misbehavior), and thus harm the Vehicular Communication (VC) operations. Moreover,
we propose a generic pseudonym lifetime determination approach to enhance message
unlinkability, thus user privacy.

So far, it has been assumed (often implicitly) that the VPKI servers are fully trustworthy.
Nonetheless, the prospect of having multiple such servers commercially deployed (in di-
verse environments under different regulations), makes this assumption less realistic. In
fact, one cannot preclude servers that are honest, i.e., follow specified protocols and pro-
tect their private keys, but they may be curious, i.e., tempted to trace clients (vehicles) if
given the opportunity. For example, to offer customized services or optimize own oper-
ations. The experience from other mobile applications and location-based services hints
this is a realistic threat to user privacy. To address this challenge, we extend our adver-
sary model by considering honest-but-curious servers and design our VPKI to be resilient
against such behaviors.

2Unlike the PRESERVE system, SCMS allows multiple simultaneously valid pseudonyms held by the vehicle,
thus not being concerned with Sybil-based misbehavior.

3The linking of the pseudonym request (and thus long-term identity) to a specific PCA and the request timing
(and thus an easy to guess set of pseudonyms and signed messages) is possible for VeSPA.
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Last but not least, very few works provided detailed experimental validation of their VPKI
designs to show the performance and availability of their systems. Towards that, we
develop a standard-compliant full-fledged, refined, cross-platform VPKI and present an
extensive experimental evaluation. Using the similar setup as in the literature, to have
a meaningful and direct comparison, we find that our system achieves very significant
improvement over prior art. With contributions on these three dimensions, we advance
towards a more robust and scalable concrete VPKI system.

Overall, we seek to improve the protection achieved by strengthening the robustness of
the VPKI to adversarial attacks, notably in the light of a multi-domain setup. Moreover,
we seek to improve the VPKI in rendering it more resilient to honest-but-curious servers.
The motivation for the latter stems from experience in other areas of mobile computing:
service providers tend to amass information in an attempt to profile clients. Although re-
cent VPKI proposals separate duties among servers, no design explicitly sought to prevent
such tracking. Compounding these issues, we wish to maintain standard-compliant func-
tionalities, but at the same time protect privacy. Results of this work have been published
in [27].
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4 Reactive Security Mechanisms

The objective of reactive security in the context of PRESERVE is to detect misbehavior
in vehicular ad hoc networks and to identify the responsible attackers or faulty nodes in
order to exclude them from active network participation. Vehicles and roadside units use
wireless ad hoc communication in VANETs to increase traffic safety and efficiency by
exchanging cooperative awareness information and event-based messages. Considering
both presence and status of vehicles moving in a defined range drivers can be notified
instantly about upcoming potentially dangerous situations such as a sudden braking action
of a vehicle driving in front or the tail end of a traffic jam ahead. VANET nodes frequently
broadcast mobility-related information (i.e. absolute values for position, time, heading, and
speed) within a communication range of several hundred meters to establish a cooperative
awareness of single-hop neighbors. Due to the ad hoc communication between network
nodes traffic safety applications become feasible that have low latency requirements. This
new kind of communication is therefore target of attackers who try to misuse the system
and get an advantage at the expense of other network nodes.

The protection against external attackers in VANETs is provided by applying cryptographic
methods. Only registered nodes of the VANET are equipped with valid keys that are cer-
tified by a trusted certificate authority. Internal attackers who possess appropriate hard-
ware, software, and valid certificates must be considered as a dangerous threat. Attackers
who either extract valid keys and certificates from a communication unit or install a mal-
ware on VANET devices on board of vehicles or on roadside units are able to send bogus
messages that are accepted by unsuspecting vehicles. We demonstrate in [28] that the
processing of fake information may affect the safety and efficiency of the overall traffic in
the attackers’ single or multi-hop communication range.

Most existing solutions in the context of misbehavior detection in VANETs are based on
data-centric plausibility and consistency checks. We propose in [28] new methods and
frameworks to evaluate the behavior of VANET nodes based on cooperatively exchanged
location-related information. Since privacy protection plays an essential role in VANETs,
the design of a mechanism for long-term attacker identification has to consider different
privacy preserving requirements. In order to protect the driver privacy, vehicles use tem-
porary pseudonymous identifiers in the wireless ad hoc communication that are changed
randomly. This privacy protection mechanism aims to hinder internal and external attack-
ers to create long-term traces and traffic profiles based on recorded communication traffic.
In the same way, single central entities should not be able to link pseudonymous identifiers
to long-term vehicle identifiers. A credential provider, for example, should not be able to
link on its own pseudonymous identifiers from wireless communications to a number plate
or a vehicle identification number. Likewise, the measures for misbehavior detection and
attacker identification must not weaken the driver privacy.
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Figure 4.1 shows our proposed general strategy for misbehavior detection and long-term
attacker identification in VANETs as detailed in [28]. The attacker vehicle A and the be-
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Figure 4.1: Strategy for misbehavior detection and attacker identification in VANETs

nign vehicle B communicate through a VANET using cryptographic credentials such as
asymmetric keys and certificates that ensure the authentication and authorization of the
sender as well as the message integrity. After a while, vehicle B detects a potential mis-
behavior of vehicle A based on mobility data consistency and plausibility checks. As soon
as the suspicion is substantiated vehicle B reports the misbehavior to the infrastructure
for attacker identification. It has to be considered that vehicles can frequently change their
pseudonymous identifiers in order to preserve drivers’ privacy. Therefore, it may be nec-
essary to involve the credential provider such as a public key infrastructure (PKI) in order
to identify the source of misbehavior. After the identification of the attacker, the credential
provider revokes the attacker’s credentials or rejects certificate renewal requests originat-
ing from the identified attacker. The disturbing network nodes should be prevented to
actively participate in VANET communications until their correct behavior can be ensured.
Furthermore, it has to be ensured in this process that attackers are not able to discredit
benign nodes with faked misbehavior reports. We developed a novel strategy that follows
the strategy shown in Figure 4.1. It consists of three main contributions: local misbehav-
ior detection, local short-term identification of potential attackers, and central long-term
identification of attackers.

The concept for local misbehavior detection on VANET nodes is based on different in-
formation sources such as received packets or sensor measurements to perform data
consistency and data plausibility checks. In case of detected inconsistencies or implausi-
ble movement characteristics the suspicious node is observed and its trustworthiness is
locally evaluated.

The contributions for local short-term identification of potential attackers consider explicitly
the frequent change of neighbor node identifiers as stipulated by European standards and
international industrial regulations. Based on test results gained from a simulations and
experiments with test vehicles a concept for the local misbehavior evaluation of neighbor
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nodes is proposed. The resulting node trustworthiness is further used to generate mis-
behavior reports that are transmitted to a central evaluation authority. Consequently, the
central authority is informed about suspicious nodes and hence potential attackers of the
VANET.

The third main contribution is the processing of misbehavior reports for central long-term
identification of attackers. If sufficient evidence is reported by a significant number of
independent VANET nodes the central misbehavior evaluation authority is authorized to
request information whether different pseudonymous IDs contained in related misbehavior
reports belong to the same suspicious node. This process is supported by the central
certificate authorities which ensure the consideration of drivers’ privacy while processing
critical information. After the assessment of the reported suspects the central misbehavior
evaluation authority is able to identify the attacker and exclude his or her from active
participation in any VANET communication.

Based on the knowledge gained from our practical experiments with test vehicles we de-
veloped an effective concept to enable the secure and reliable long-term operation of
VANETs. Attackers and faulty nodes can reactively be excluded from the network after in-
dependent network nodes have locally detected their misbehavior and a central authority
has identified the offenders. This approach is more effective in terms of long-term attacker
exclusion and minimization of false-positive detections compared to related approaches
that are only deployed on VANET nodes. Consequently, the proposed concept will help to
minimize the motivation of potential attackers to aim on VANETs. Due to the detection of
abnormal node behavior even novel attack methods that may emerge in the future should
be effectively counteracted by applying these concepts.

Beyond the work presented in [28], PRESERVE partners have addressed various aspect
of misbehavior detection. In [29] we discuss open research issues in MBD with a special
emphasis on generic frameworks that allow flexible and dynamic combination of different
detection mechanisms.

First ideas towards such a framework are presented in [30] where we use subjective logic
as the basis for combining results from different detection mechanisms. Finally, [31] re-
ports our results on how to exploit redundancy in multi-hop C2X protocols in order to iden-
tify and filter out incorrect information. The paper puts a special emphasis to aggregation
protocols but also addresses various other V2X information dissemination protocols.
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5 Smartphone-based Traffic Information
Systems

Traffic congestion deteriorates the quality of life of citizens and contributes significantly
to environmental pollution and economic loss. Traffic Information Systems (TISs) aim at
solving this problem by collecting traffic data and providing drivers with location-specific
information (e.g., traffic estimates). The increasing smartphone penetration, along with
the wide coverage of cellular networks, defines an unprecedented large-scale network of
sensors (with extensive spatial coverage) able to serve as traffic probes for TISs.

To unleash the benefits of smartphone-based TISs, users must participate in large num-
bers. Ideally, anyone possessing a smartphone should contribute to the TIS. Neverthe-
less, this very openness of such systems renders them vulnerable to adversaries and
malicious users. It is thus necessary to secure the collection of data and render the con-
tributing users (smartphones) accountable. This is a task that cannot be achieved only by
relying on the security of the mobile-to-cellular infrastructure communication.

At the same time, as TISs require fine-grained location information, the privacy of the
contributing participants must be protected. Smartphones already reveal a great deal of,
possibly sensitive, information to the cellular operators (e.g., user identity, coarse grained
location and calling/messaging actions among others).

These points define a challenging trade-off; although users should be able to participate
in the system in an anonymous manner, they should be held, at the same time, fully ac-
countable of their actions. Furthermore, the introduction of security and privacy-protection
mechanisms should neither deplete the user platform resources (i.e., computation re-
sources, battery and bandwidth) nor should it come at the expense of the TIS’s efficiency
and accuracy. This sets the challenge ahead: Can we leverage smartphones and build
efficient, secure, privacy-preserving TISs of unprecedented spatial coverage?

More specifically, the system should satisfy the following security and privacy require-
ments in the presence of both external (i.e., unauthorized entities that try to harm the
system operation) and internal (i.e., user devices or TIS entities that exhibit malicious
behavior) adversaries:

• Authentication & Authorization: Only authorized devices shall be able to submit
traffic reports or retrieve traffic status updates from the TIS.

• Anonymity: Transactions should be performed in a privacy-preserving manner.
More specifically, the TIS should receive guarantees for the eligibility of the device
with respect to the TIS service. No information concerning the real identity of the
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device, and consequently of the subscriber, should leak. Moreover, traffic reports
should not be traced back to devices.

• Report Unlinkability: Ideally, the TIS should not be able to link reports originating
from the same device. However, inference techniques can (with some probability)
link anonymous reports from the same device [9]. To this end, the TIS system should
render such inference attacks hard.

• Confidentiality/Integrity: The confidentiality/integrity of the communications be-
tween the system entities (i.e. infrastructure and smartphones) should be ensured.

• Accountability: User devices should be held liable for actions disrupting the system
operation. The system should provide the necessary means for the identification
(de-anonymization) and the eviction of faulty devices. After their eviction (revocation
of their credentials), offending devices should no longer be able to participate .

For the infrastructure components we consider honest-but-curious system entities that
correctly execute protocols but try to harm the privacy of users, possibly using inference
and filtering techniques to reconstruct the whereabouts of vehicles.

For our system detailed in [32], we employ the architecture, first presented in [10], based
on the Generic Bootstrapping Architecture (GBA) proposed by the 3GPP consortium.
When the user launches our mobile application, the device initiates the authentication
process with the GBA gateway. If this process is successful, the mobile device gets au-
thorized by the Group Signature Center (GSC) and it receives anonymous credentials to
protect its privacy. Then, the device can participate in the traffic estimation process by
submitting or requesting information.

Our goal is to provide authentication while ensuring unlinkability and anonymity of traffic
reports. An honest-but-curious TIS server, or an outsider getting access to the accumu-
lated data, should not be able to map location information to users. Moreover, the mobile
operator, which administers the GBA gateway and has access to the user identities, should
not be able to retrieve their fine-grained location data.

Our results confirm it is feasible to build accurate and trustworthy smartphone-based TIS.
Nevertheless, there are still challenges ahead: security and privacy cannot, alone, incen-
tivize users to participate in large numbers. Towards this, it is interesting to provide fair
and privacy-preserving incentive mechanisms.
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6 Contributions to other research topics

In 2014, PRESERVE partners also made scientific contributions in a number of other
research topics. This includes especially privacy protection for ITS.

In [33], we have published an extensive survey on pseudonym mechanisms for V2X and
cooperative ITS. The paper (currently in pre-print) was already provided to various stake-
holders (incl. C2C-CC and HTG#6) and proved a valuable source as such a compre-
hensive overview on research results and standardization efforts in this area was missing.
Such surveys are of especial value for the harmonization activities as often HTG members
are not familiar with the research results that researchers world-wide have created in the
past.

A similar survey was created on the topic of in-network aggregation in vehicular commu-
nication systems [34]. Both surveys have been published at one of the most high-impact
journals in our field, IEEE Communications Surveys and Tutorials. A third survey on the
topic of misbehavior detection for vehicular communication is currently under prepara-
tion.

In [35], we have revisited the assumptions of privacy requirements in V2X. We especially
highlight the fact that unlinkability protection against a local attacker may be next to impos-
sible to achieve and that current pseudonyms do not really protect against such attacks.
We also discuss that such a protection may not really be necessary, as a all-seeing lo-
cal attacker may not really be realistic. Instead, we propose to focus on more relevant
attacker models and on strong anonymity guarantees from pseudonym protocols. Similar
considerations are presented in [36].

Those thoughts are taken up in [37] where we design a pseudonym scheme that is com-
patible with current V2X protocols and standards and at the same time deliberately pro-
vides full anonymity against any malicious entity that wants to breach privacy. So it can
be considered the most far-reaching privacy protection mechanism for V2X proposed so
far. This includes protection against law-enforcement and other authorities who have no
means to identify vehicles based on pseudonymously signed messages.

A drawback is that revocation (which requires linking of pseudonyms) is only possible with
the cooperation of the legitimate owner of a vehicle (which may happen if a vehicle is
stolen or an OBU is compromised by an attacker). This proof-of-concept work highlights
the full-spectrum of privacy choices available in V2X.
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7 Conclusion

With this deliverable, we conclude the work on deployment issues (Work Package 5) of
PRESERVE. As presented in deliverables 5.1 to 5.4, WP5 has covered a broad range of
topics related to open challenges in deployment and research of V2X security and privacy.
In this conclusion, we will summary major lines of works and their achievements in WP5
throughout the full duration of PRESERVE.

WP5 work started with D5.1 which presented Y1 work focused on privacy protection as
well as architectural, life-cycle, and management aspects. A major part of this deliverable
discusses privacy protection in V2X via pseudonyms. This discussion was later extended
to a comprehensive survey on privacy protection and pseudonyms that was published in
2015 in IEEE Communications Surveys and Tutorials [33] and made our results acces-
sible to a broad community. It is the first paper to discuss pseudonym use in such ex-
tent. Together with our research presented throughout PRESERVE, we can consider the
use of pseudonyms as a privacy protection method the de-facto standard that every IVC
standard should build upon and integrate. Research provides a broad variety of options
to implement regarding pseudonym resolution, pseudonym revocation, and pseudonym
change. Final decisions on implementation have now to be taken in standards and by
implementers.

D5.1 also presented substantial work on many other topics, for example, it discusses ar-
chitectural considerations regarding position of the security layer in the protocol stack. It
can now be said, that our proposed solution (network layer instead of facilities or appli-
cation layer) is fully in-line with the proposed approach from ETSI which emerged after
intensive discussions with both Car2Car-CC and ETSI WG5.

D5.2 then focused deeper on life-cycle management and initial cost model for our ASIC
development on the deployment side. Regarding security life-cycle management, it pro-
vided detailed descriptions of processes and interfaces for V2X PKI operation in-line with
developments in C2C-CC and ETSI and provides (together with respective WP1 and WP2
deliverables) a thorough treatment of that topic that is helpful to everyone implementing or
setting a V2X PKI.

D5.2 also introduced our effort on broadening awareness of the PRESERVE platform and
also soliciting industry requirements by running a survey. This survey was evaluated and
results described in later WP5 deliverables. Likewise, the cost model for ASIC develop-
ment was also a first step towards later results.

Another focus in D5.2 were misbehavior detection schemes both inside vehicles and in
central entities. This topic is continued in D5.3 and substantially provided more research
results in this area. Misbehavior detection (MBD) can be considered the third fundamental
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pillar of V2X security (besides ID management/message integrity and privacy protection
using pseudonyms) and can be considered the least mature. Therefore, the substantial
amount of research on MBD in PRESERVE constitutes a highly relevant effort that ad-
vanced the state of the art towards a point where later efforts can derive concrete system
descriptions for standardization and implementation.

At the end of year 3, D5.3 presented results from our survey that investigated requirements
and awareness of ITS security solutions. As project, we needed to realize that the survey
approach did not solicit feedback in a mass number as initially hoped for when starting
this activity, therefore, results described in D5.3 and later updated in D5.4 are of a more
qualitative than quantitative nature.

D5.3 also provided substantial additional results on misbehavior detection by presenting
a framework to integrate outputs from different singular detection mechanisms that were
described earlier. By this integration, we can increase the accuracy of MBD and cover
broader sets of scenarios. Another major contribution in D5.3 is the presentation of test
results of one of the first real-world studies of MBD in driving experiments.

D5.3 continued with major sections on identify management proposing new directions for
vehicular PKI design and pseudonym management and security architecture taking up
results from our V2X architecture workshop.

With this deliverable, we concluded D5.4 work by discussing multiple issues related to
deployment of PRESERVE. This includes initial investigations of business models for dif-
ferent economic activities in the field of V2X security, final survey results and a discussion
on the ASIC cost model.

The second major topic covered is the scalability of secure communication, especially
with respect to certificate omission. While this was addressed in various earlier WP5
deliverables, we were now able to provide concluding notes in this regards.

Summarizing the work conducted in PRESERVE, its members contributed during its con-
duction to a total of so far 47 peer-reviewed publications related to V2X security and pri-
vacy and has thus evidently provided a vast body of input and material to the advance-
ment of our field. WP5 provided overviews and new contributions to all major areas of V2X
security: 1.) ID management/integrity protection, 2.) privacy protection and pseudonym
management, and 3.) misbehavior detection. As a practically oriented project, we not only
looked at the pure technical aspects of these topics, but also considered industry-relevant
aspects like life-cycle management, cost issues, and business opportunities despite the
project’s partners being exclusively being composed of technical experts. We therefore
hope that the results will be taken up and refined by other experts in the respective fields
when finally rolling out V2X communication.
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